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In light of international law and the challenges posed by the digital
age, this study examines the protection of personal data as a
fundamental human right. The protection of personal data is
recognized as a form of human rights protection in several legal
documents, including the International Covenant on Civil and
Political Rights and the Universal Declaration of Human Rights.
Human rights are universal rights that are inherent in every
individual. To examine the regulation of personal data protection
and its consequences for human rights, this study employs a
normative juridical approach with an analytical descriptive nature.
The findings demonstrate that, despite laws protecting personal
information, problems such as invasions of privacy, a lack of
public awareness, and lax law enforcement remain serious issues.
To establish a secure framework, governments, the private sector,
and society must work together. The state's role in ensuring legal
certainty and safeguarding the right to personal data through
effective legislation was also highlighted. The protection of
personal data should be a top concern in the digital age to respect
the privacy and dignity of individuals, as well as to increase public
trust in institutions and companies.

* Corresponding Author.

Article history:

Received: January 15, 2025; Received in revised form: March 1, 2025; Available online: May 24, 2025.

Introduction

Human Rights are rights that every individual has naturally and are universal and eternal.
For a country, human rights serve as a basis for drafting regulations that govern the life of the
community and the nation (Marelli, 2023). One form of human rights protection is the
protection of personal data, which is recognized as a human right in various countries, including
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in Article 8: Protection of personal data by the European Union Charter of Fundamental Rights
Human Rights (EU Charter of Fundamental Rights, 2021), EU General Data Protection Regulation
(GDPR) (General Data Protection Regulation (GDPR) — Legal Text, n.d.) and Article 21 the
Association of Southeast Asian Nations (ASEAN) Human Rights Declaration (Naldi &
Magliveras, 2014). The Universal Declaration of Human Rights (UDHR 1948), created in 1948,
finally recognized the right to protect personal data as part of human rights after a long
evolutionary process, in which this right arose from a combination of the right to privacy and
the right to information (Mantelero, 2018).

Personal data is legitimate and genuine information that is connected to a person so that
it can identify that individual (Kun, 2025). The protection of personal data is important to ensure
that the information obtained by individuals is used for the purposes for which it was collected,
to prevent misuse of data. The right to privacy must be protected by the state (Pangrazio &
Bunn, 2024), which includes the protection of personal information in such a way that it cannot
be accessed, used, or disclosed without the consent of the individual concerned. When such
information is not propetly protected, the risk of human rights violations increases, ranging
from illegal surveillance, and information collection for political or economic interests, to
discrimination based on the information in its possession (Ye et al., 2024). The protection of
personal data is the right of individuals, groups, or organizations to have protection for their
data, as well as to provide excuses in case of errors in the data. Data privacy protection is not
just a technical issue, but also part of legal protection for citizens (Kumalaratri & Yunanto,
2021). In international law, the right to privacy is guaranteed in Article 12 of the Universal
Declaration of Human Rights, which states that no one has the right to interfere in matters of
privacy, family, residence, or personal communication. This is also reinforced in Article 17 of
the International Covenant on Civil and Political Rights (ICCPR) which obliges states to provide
legal protection against unlawful invasions of privacy.

The state's position on privacy protection as the right of all and every citizen is very
clear. This is stated in the Preamble to Human Rights Law Number 39 of 1999, which states in
the fourth point: "As a member of the United Nations, the Indonesian people have moral and
legal responsibilities, namely the Universal Declaration of Human Rights. Rights created by the
United Nations to be observed and exercised, and other rights related to human rights accepted
by the Republic of Indonesia. Various international documents. Therefore, the state as a
government organizer is responsible for the citizens under its control, who are solely responsible
for taking care of them, according to international law (Mahieu et al., 2019), responsible for the
right to a healthy environment due to climate change Conceptually, the state is the only party
that should be responsible for protecting human rights. Regarding personal rights as human
rights, the protection of personal rights or personal rights will increase human values, improve
the relationship between individuals and their communities, increase independence or autonomy
to control and obtain conformity, as well as increase tolerance and distance from discrimination
and limit government power (Shehu & Shehu, 2023).

In the ever-evolving digital era, personal data has become one of the most valuable
assets in modern society. Violation of privacy rights exists not only in online activities but also
in offline activities. Some violations of online activation rights can be in the form of large-scale
personal data collection (digital dossier), direct marketing (direct-selling), social media, the
implementation of the e-KTP program, e-health, and cloud computing activities (Kumalaratri
& Yunanto, 2021). With the advancement of information and communication technology, the
process of collecting, storing, and processing personal data has become easier and faster.
However, behind this convenience, there are major challenges related to personal data
protection that must be faced. The importance of personal data as a human right cannot be
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ignored, as the right to privacy and data protection is an inseparable part of the dignity and
freedom of the individual. The right to personal data has been widely recognized in various
international legal instruments. For instance, everyone has the right to legal recognition and
protection from rights violations, according to the 1948 United Nations Universal Declaration
of Human Rights. Furthermore, the International Covenant on Civil and Political Rights
highlights how crucial it is to safeguard people's privacy. Everyone in this situation has the right
to be in charge of their personal data and is shielded from abuse or unapproved disclosure.

The protection of personal data as a human right is covered in greater detail in this study.
The development of personal data protection arrangements and personal data protection from
a human rights perspective are the topics of this study. This theme has been covered in some
earlier research, and Indonesia has laws and regulations protecting the privacy of personal data,
but there are still some barriers, including a lack of understanding of the significance of data
privacy, uneven enforcement of the law, and the need for a more thorough legal framework that
is adaptable to new technology. Public knowledge of personal information To adapt to the
evolving digital age, policies must be modified, law enforcement must be bolstered, and privacy
rights must be expanded. Furthermore, creating a secure and reliable environment requires the
active involvement of all governments, corporations, and civil society (Muzairoh et al., 2024;
Parihin, 2023). It is crucial to note that Article 25 of Law No. 27 of 2022 does not expressly
regulate the procedures and types of legal protection for children who are the victims of data
misuse. To ensure the protection of children's data, Indonesia must be able to learn from nations
in the European Union, the United Kingdom, and the United States (Rohmansyah et al., 2023).
Ultimately, Indonesia should have the ability to enact comprehensive legislation based on
human rights. This will provide legal certainty on personal data protection and a clear
mechanism for law enforcement collaboration. In this regard, the researcher suggests that a law
regulating criminal sanctions and their enforcement as a preventive measure be created. In
addition, the current laws on personal data protection should be amended and rebuilt
(Situmeang, 2021).

Research Method

A normative juridical approach is used in this study (Nurhayati et al., 2021). Research
that employs a positivist understanding of legis is known as normative juridical research.
According to this theory, written standards created and issued by sanctioned organizations or
officials are the same as laws. The purpose of this study is to examine personal data protection
and personal data protection from the standpoint of human rights. This study is both analytical
and descriptive. Research that describes, investigates, clarifies, and evaluates legal regulations is
known as descriptive-analytical research. The rule of law in this study can be suitably described
and examined by the study's objectives by employing this descriptive nature. The information
used comes from books and journals that are pertinent.

Results and Discussions

The Role of the State and Society in Ensuring the Protection of Digital Rights

Urgency can be interpreted as an obligation or interest that is urgent and must be carried
out immediately to realize something so that the matter can be interpreted effectively. The
urgency in the protection of personal data can be seen from the existence of personal data
protection as part of human rights regulated in Article 12 of the Universal Declaration of Human
Rights which provides a legal basis for its member states in terms of the state's obligation to
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protect and respect the privacy rights of their respective citizens. In addition, in the International
Covenant on Civil and Political Rights ICCPR). This convention was born on December 16,
1966, through Resolution 2200 A and entered into force on March 23, 1976. These international
legal instruments provide more explicit protection of human personal rights. Article 17
paragraph (1) of the ICCPR states that no person shall be subjected to arbitrary or unlawful
interference with his/her privacy, family, home, or cotrespondence or unlawful attacks on
his/her honor and reputation, everyone shall have the right to legal protection against such
interference or attack. Internationally recognized principles of privacy and personal data. These
principles are the basis for modern national data protection laws. One of the international
instruments that protects privacy and personal data is issued by the Organization for Economic
Co-operation and Development (OECD). In addition, the Council of Europe (CoE) adopted
the European Convention for the Protection of Human Rights and Fundamental Freedoms in
1950 (European Convention on Human Rights, 1950).

23.0 billion email accounts have been hacked since 2004. About 7.7 billion of them have
unique email addresses (Data Breach Statistics Globally, 2025). In the ASEAN region, Vietnam is
the country with the most data leaks in 2024 with 37,608,041 email account data breached. The
Philippines came second with 23,970,155 email account breaches, and Indonesia came third
with 21,769,496 email account breaches (Data Breach Statistics in 2024, 2025).

Vietnam
Filipina
Indonesia
Malaysia
Thailand
Singapura
Laos
Kamboja
Myanmar

Brunei

Timor Leste

[e]

10.000.000 20.000.000 30.000.000 40.000.000

Table 1: ASEAN data leaks in 2024
Source: Surfshark (Data Breach Statistics in 2024, 2025).

Indonesia, the country with the most data leaks, moved up from 8th to 3rd place. Even
the superpower United States is now in a higher position. From July to September 2022, a total
of 108.9 million Indonesian accounts were breached (Q3). Russia and China are the countries
with the highest data leakage in the world, with Indonesia contributing 12%. The United States
and Brazil are below Indonesia (Kebocoran Data Indonesia Tertinggi Ke-3 - Hypernet, 2023). When
data is leaked, not only are individuals harmed, but also people's trust in the government may
decline. People who feel their data is protected may not participate in government programs or
provide accurate information (Ombudsman Republik Indonesia, 2024).

In addition to hurting people, these data dumps have the potential to erode public
confidence in the government. People might not give correct information or take part in
government programs if they believe their personal information is not safe. Data indicates that
maintaining data accessibility, confidentiality, and integrity is a challenge for public entities. The
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next step is to safeguard sensitive and private data from both government and private entities,
including identity numbers, home addresses, medical histories, and financial information (Y. Li
& Saxunova, 2020). In addition to preserving public safety and national stability (Tan, 2024),
this is crucial for stopping fraud and cyber abuse that careless people can exploit to carry out
illegal activities (Ali & Mohd Zaharon, 2024).

Human rights protection of personal data faces a number of obstacles, such as low
public awareness of their rights and privacy violations brought on by unethical data collection.
While data leak incidents involving sensitive information demonstrate the vulnerability of
current systems, privacy breaches may arise from technology companies' collection and analysis
of personal data (Sultana et al., 2020). It is difficult for people to protect themselves because
many people are not aware of their rights regarding the protection of personal data and because
they are not taught or socialized about these rights. Laws governing the protection of personal
data do exist, but their application is still beset by some issues, such as lax enforcement and
regulatory gaps that permit data leaks.

Furthermore, the security of personal data is at greater risk due to technological
advancements like ransomware and eavesdropping; cyberattacks that target corporate and
government infrastructure show how vulnerable such data can be. In addition to hurting people,
data leaks can cause businesses to suffer significant financial losses. In the long run, a company's
reputation may suffer as a result of losing customers' trust (Predescu & Balan, 2023). Therefore,
the protection of personal data from a human rights perspective requires serious attention from
all parties, including governments, companies, and society, with collaboration to raise awareness,
strengthen regulations, and adopt safer technologies to protect human rights in the digital age.

Because personal information can be readily accessed and shared in the digital age,
protecting personal data is becoming more and more crucial. Furthermore, current laws are
frequently insufficient and poorly enforced, leaving gaps that careless people can take advantage
of. Many nations still lack sufficient data protection laws, even though some have passed them,
such as the European Union's General Data Protection Regulation (GDPR) (W. Li et al., 2025).
Human rights principles, such as the right to privacy and the right to access personal data, must
be adhered to when protecting personal information (Finck & Pallas, 2020). Effective personal
data protection has several benefits, such as boosting public confidence in organizations and
businesses, promoting economic stability, and fortifying the government's resolve to uphold
individual rights. Therefore, the protection of personal data from a human rights perspective
requires serious attention from all parties, including governments, companies, and the public
(Bharti & Aryal, 2023).

Since its enactment in 2016, GDPR has been the strictest privacy and security law in the
world. Breaking it can result in heavy fines of up to tens of millions of euros. GDPR regulates
security, accountability, and data protection by design and default. Ultimately, data subjects may
have rights that protect their privacy. These rights include the right to obtain information; the
right to rectify or delete information; the right to restrict processing; the right to data portability;
the right to object; and the right to automated decision-making and profiling processes (General
Data Protection Regulation (GDPR) — Legal Text, n.d.).

Regulations related to the right to privacy of personal data are a manifestation of the
recognition and protection of basic human rights. Therefore, the drafting of the Personal Data
Protection Law has a strong philosophical foundation and can be accounted for. The
philosophical foundation in question is Pancasila which is rechtsidee (legal ideals) and the idea
of realizing the law to what it aspired to. Forms of personal data protection are divided into two
forms, namely forms of data protection in the form of physical data security, visible data, and
invisible data. The enactment of Law Number 27 of 2022 concerning Personal Data Protection
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is an expectation of legal protection from many criminal cases of misuse of personal data derived
from data leakage and theft of personal data. Penalties are imposed in criminal form and general
penalties for people who misuse personal data. Criminal penalties can be imposed on any
individual who steals or falsifies any personal data for criminal purposes. Both imprisonment
and fines are punishments for such crimes. In addition to the imposition of criminal penalties,
those who feel disadvantaged due to the misuse of their data by a certain amount of personal
data can file a claim in the general court. Data subjects may, initially, report the misuse of their
data to the supervisory committee, and the committee is obliged to facilitate a solution and
provide assistance to the subject (Kroger et al., 2021). The presence of the Personal Data
Protection Law gives the government authority to supervise the governance of personal data
carried out by electronic system providers (Brown & Marsden, 2013). The Personal Data
Protection Act defines personal data as data about an individual that is identified or can be
identified individually or in combination with other information either directly or indirectly
through electronic or non-electronic systems. Meanwhile, what is meant by personal data
protection is an overall effort to protect personal data in a series of personal data processing in
order to guarantee the constitutional rights of personal data subjects (Richards & Hartzog,
2019).

The protection of private data as part of respect for the right to privacy must begin by
providing legal certainty. Therefore, the guarantee of privacy data protection must be placed in
alegal instrument that has the highest power, namely the Constitution, because the Constitution
is the highest legal instrument in a country. Legal certainty (the principle of legality) is necessary
and cannot be ruled out in the context of law enforcement by each country. The state's steps in
providing legal certainty are a principle of legality, very important, and cannot be ignored in the
context of law enforcement in every country (Puluhulawa et al., 2022). Without legal certainty,
individuals will have difficulty understanding their rights and how they are protected (Citron &
Solove, 2022). Therefore, the steps taken by the state to provide legal certainty are to establish
and guarantee these rights clearly in the Constitution. This legal instrument will reveal a nation's
character, including its emphasis on human rights protection, the application of the law, and
how the government's structure and organization fulfill its duties to the people.

The more data breaches and information leaks that happen across different industries,
the more urgent it is to protect personal data. Examples of how vulnerable people's data can be
include identity theft, online fraud, and data misuse by big businesses. Furthermore, the
possibility of personal data being misused has increased due to technologies like artificial
intelligence and big data analytics (Bainbridge, 2007). Governments, businesses, and the general
public must give careful consideration to develop a framework that effectively protects the right
to personal data. To control the gathering and use of data, numerous nations have enacted laws
protecting personal information. Nonetheless, there are still issues with the law's consistent
application and enforcement (Nissenbaum, 2017; Yudas Swastika et al., 2023). However, people
must also emphasize how important it is to protect their data. In light of current threats, it is
crucial to educate people about their right to privacy and how to safeguard personal data.

Therefore, it is crucial to have a thorough understanding of the significance of personal
data as a human right. This has to do with both public trust in the expanding digital system and
individual protection (Chen et al., 2025). In this article, we will discuss more about the
implications of the right to personal data, the challenges faced, and the steps that can be taken
to ensure the effective protection of these human rights. Thus, it is hoped that a collective
awareness can be created of the importance of maintaining and protecting personal data as part
of fundamental human rights.
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With an increase of 0.05 points from 3.49 to 3.54 in 2022, Indonesia's digital literacy
index shows improvement, especially in digital culture and digital ethics. Indonesia's digital
literacy mapping results provide an overview of the strengths and weaknesses of digital skills
and knowledge levels, as well as insights into the country's situation and potential (Kementerian
Komunikasi dan Digital (Kemkomdigi), 2024). During the period from 2019 to 14 May 2024,
the Ministry of Communication and Information handled 124 cases of alleged violations of
personal data protection, 111 of which were cases of personal data leakage (Mediana, 2024).
Thus, the placement of privacy data protection guarantees in the constitution not only reflects
the state's commitment to respect for human rights but also provides a solid foundation for fair
and transparent law enforcement. This will build public trust in the legal system and
government, and encourage the active participation of citizens in safeguarding and protecting
their rights, including the right to privacy and personal data protection.

Conclusion

The study highlights how various international legal documents, such as the ICCPR and
the Universal Declaration of Human Rights, recognize the protection of personal data as a
fundamental component of human rights. Even though data protection laws are in place, there
are still many significant issues, including unethical privacy violations, a lack of public awareness,
and lax law enforcement—especially as technology advances and data security threats rise. In
addition to upholding public confidence through efficient oversight and law enforcement, the
state plays a critical role in ensuring legal certainty and safeguarding the right to personal data
through laws like Law Number 27 of 2022. To encourage people to take more proactive
measures to protect their data, it is also critical to raise public awareness and educate them. To
establish a safe and reliable framework, governments, businesses, and society must work
together to protect personal data effectively. Good protection has the effect of boosting
economic stability, public trust, and the state's dedication to individual rights. Therefore, to
establish an atmosphere that respects each person's privacy and dignity, protecting personal data
as a human right must be a top priority, particularly in the digital age.
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